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G

In general, a method and apparatus for managing available
cache memory in a browser are disclosed. Any document
stored in a cache memory not having associated with it a
strong reference is subject to being reclaimed by a garbage
collector. The most recently requested documents, however,
are stored in the cache memory with strong references
associated therewith thereby precluding them from being
reclaimed until such time as the strong reference is abol-
ished. The strong reference is abolished when the document
identifier associated with the document stored in the cache
memory is not present in the document stack. Therefor, only
the most recently requested documents remain stored in the
cache memory depending upon the depth of the document
stack.

ABSTRACT

14 Claims, 9 Drawing Sheets
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CACHE MANAGEMENT TECHNIQUES

BACKGROUND OF THE INVENTION

1. Field of Invention

The invention relates generally to memory systems. More
particularly, methods and apparatus for managing the avail-
able memory space in a cache memory is disclosed.

2. Description of Relevant Art

The explosive growth in Internet traffic has made it
critical to look for ways of accommodating the increasing
number of users while preventing excessive delays, conges-
tion and widespread blackouts. For the past several years a
large proportion of Internet traffic has been generated by
web-browsing and most of the web browsing traffic is in turn
comprised of images. This trend will continue with more
sites becoming media rich as the users’ access bandwidths
increase and media-enabled PCs become more common.
This has led to a great deal of effort being devoted to
studying web caching techniques.

One such web caching technique is referred to as proxy
based caching. With proxy based caching, clients can des-
ignate a host to serve as a proxy for all or some of their
requests (e.g., http, ftp, etc). The proxy acts as a cache by
temporarily storing on local disks, or memory, objects that
were requested by the clients. It should be noted that in the
context of the Internet, an object is a file, text, image, audio,
executable program, and the like which is available to be
downloaded by a client. When one of the clients sharing the
proxy generates a request, the proxy searches its local
storage for the requested object. If the object is available
locally (hit) it is sent to the client, otherwise (miss) the
request is passed on to the remote server or to another proxy
server, if the proxy cache belongs to a hierarchy of caches.
Unfortunately, if the ratio of number of misses to hits is even
relatively small, then the performance of the browser can be
substantially degraded as the requested documents must be
retrieved from other proxies or the remote servers.

Another well known web caching technique used to
improve performance is referred to as client side caching.
Client side caching is the temporary storage of web objects
(such as HTML documents) in local cache memory for later
retrieval. Advantages to client side caching include: reduced
bandwidth consumption since fewer requests and responses
that need to go over the network are created, reduced server
load since fewer requests for a server to handle are made,
and reduced latency since responses for cached requests are
available immediately and closer to the client being served.
In most cases, client side caching can be performed by the
client application and is built into, for example, Netscape’s
Communicator, Microsoft’s Internet Explorer, various Java
browsers, as well as most other web browsers.

Since web browsers (and the computers that support
them) have only finite disk space, they must eventually
discard old copies of stored documents to make room for
new requests. Most systems use a policy based on discarding
the least recently requested document as being the least
likely to be requested again in future. Given sufficient disk
space, documents are discarded around the time when they
would, in any case, have been replaced by a more up-to-date
version. However, if disk space is insufficient then the cache
may be forced to discard a current document and make an
unnecessary connection to the source host when the docu-
ment is next requested. The amount of disk space required
depends on the number of users served and the number of
documents requested. Ideally a cache should have room to
store every document which the users of the cache request
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more than once during the lifetime of the document. Such a
cache would never retrieve a second copy of an unchanged
document and thereby generate the minimum possible net-
work traffic. To achieve this in practice would, of course,
involve storing every requested document locally since there
is no way to predict which documents will be re-read in the
future.

Since storing every requested document for at least its
lifetime is impractical, the number of documents which must
be reclaimed (or garbage collected) from the cache memory
is directly related to the available cache memory space. As
is well known in the art, garbage collection is a process
whereby inactive, or otherwise unneccessary objects, are
identified, collected, and deactivated. If too many
documents, or if those documents which are frequently
requested are garbage collected, system performance is
degraded since the document must be retrieved from the
network if it is not stored in the local cache memory.
Conversely, if documents that are not frequently requested
are not periodically garbage collected, then the limited
memory space available in the local cache memory can be
quickly saturated. When this occurs, no new documents can
be stored and, again, system performance is degraded since
requested documents not stored in the local cache memory
must again be retrieved from the network.

Therefore, what is desired is an efficient method and
apparatus for intelligently purging documents from a local
cache memory in a browser environment based upon the
available cache memory and browser traffic.

SUMMARY OF THE INVENTION

Broadly speaking, the invention relates to an improved
method, apparatus and computer system for efficiently man-
aging available memory space in a cache memory. The
invention can be implemented in numerous ways, including
as a method, a computer system, and an apparatus. Several
embodiments of the invention are discussed below.

According to one aspect of the present invention, a
computer-implemented cache memory manager is disclosed.
The cache memory manager includes a document key stack
having a depth of stack locations each being arranged to
store a document key associated with a document stored in
the cache memory indicating the associated document has a
strong reference associated with it. The manager also
includes a master document file having a plurality of file
locations each being arranged to store a document identifier
used to uniquely identify an associated document stored in
the cache memory indicating the associated document has
only a weak reference associated with it. A garbage collector
is also included that reclaims those documents stored in the
cache memory that are only weakly referenced and not those
documents that are strongly referenced. In this way, cache
memory space commensurate with the reclaimed documents
is periodically made available to store more recently
requested documents.

In another embodiment, the number of stack locations are
adjusted to provide sufficient cache memory space to accom-
modate the most recently requested files in the cache
memory.

In another aspect of the invention, a method for managing
available cache memory space in a cache memory is dis-
closed. If a document key associated with a requested
document is present in the document key stack, then the
document key associated with the requested document is
moved to a first stack location. Those documents stored in
the cache memory that do not have corresponding document
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keys present in the document key stack are reclaimed by the
garbage collector, such that cache memory space commen-
surate with the reclaimed documents is periodically made
available to store more recently requested documents.

These and other advantages of the present invention will
become apparent upon reading the following detailed
descriptions and studying the various figures of the draw-
ings.

BRIEF DESCRIPTION OF THE DRAWINGS

The invention, together with further advantages thereof,
may best be understood by reference to the following
description taken in conjunction with the accompanying
drawings in which:

FIG. 1 shows a web browser incorporating a cache
memory manager in accordance with an embodiment of the
invention;

FIG. 2 illustrates a cache memory manager in accordance
with an embodiment of the invention;

FIG. 3 illustrates a situation where the document that has
not been recently requested and as such its document key has
been dropped from the document key stack;

FIG. 4 illustrates a new document key stack that has been
created by the cache memory manager having a reduced
number of locations in accordance with an embodiment of
the invention;

FIG. 5 illustrates a self regulating cache memory manager
in accordance with an embodiment of the invention;

FIG. 6 shows a flowchart detailing a process for retrieving
a document in accordance with an embodiment of the
invention;

FIG. 7 is a flowchart detailing a process for retrieving a
document using the associated document key and document
URL in accordance with an embodiment of the invention;

FIG. 8 is a flowchart detailing a process for setting a
reference key stack depth in accordance with an embodi-
ment of the invention;

FIG. 9 shows a general computer system useful in imple-
menting the invention.

DETAILED DESCRIPTION OF THE
EMBODIMENTS

In the following description, frameworks and methods of
cache memory management in browser environment are
described. The invention will initially be described in terms
of a browser application residing in a PC environment. In
general, when a browser having a local cache memory
receives a document request in the form of a document URL
(universal resource locator), a determination is made
whether or not a document key associated with the requested
document is present in an adjustable document key stack.
The document key is then moved to a first position in the
stack indicating the requested document is the most recently
requested document and is therefore the least likely docu-
ment to be subject to being reclaimed during garbage
collection. When there is not an associated document key
present in the document key stack, a master document list is
updated to include the requested document URL. A new
document key, associated with the requested document
URL, is then instantiated and inserted into the first position
in the document key stack.

In one embodiment, any document stored in the local
cache memory not having its corresponding document key
in the document key stack is subject to being reclaimed

15

20

30

35

40

45

50

55

60

65

4

during garbage collection. In this way, the number of
reclaimable documents stored in the cache memory can be
varied based upon the depth of (i.e., the number of available
positions in) the document key stack. The depth of the
document key stack can be determined by, for example, the
amount of available cache memory space and/or browser
traffic. In this way, browser performance can be improved by
judiciously managing the number and types of documents
residing in the local cache memory at any particular time.

In those situations where local cache memory is limited,
which is common in embedded devices such as Internet
telephones, and the like, the depth of the document key stack
can be set shallow. By shallow, it is meant that the number
of documents stored within the local cache memory that are
not subject to garbage collection can be reduced such that
substantial memory space can be periodically made avail-
able. On the other hand, in those situations where cache
memory space is not strictly limited, or where system
performance is a more important consideration then memory
space availability, such as in PC browser-Internet
applications, the depth of the document key stack can be
increased. In this way, the local cache memory stores
relatively more documents that are not subject to garbage
collection providing enhanced system performance. System
performance is enhanced since more of the recently
requested documents are stored locally and can thus be
retrieved without resorting to accessing the network or
proxy cache memories.

Typically, the least recently accessed documents will be
preferentially reclaimed from the local cache memory in
order to accommodate those most recently requested docu-
ments. It should be noted, however, that any appropriate
scheduling protocol can be followed as deemed appropriate
for the application at hand.

Most web browsers have a very simple approach to
networking as illustrated in FIG. 1. Given a browser 100 and
a URL (universal resource locator) containing a host name
and a document on that host, a parser 102 included in the
browser 100 breaks up (parses) the URL into a named host
portion 104 and a requested document portion 106. In one
embodiment of the invention, the requested document 106
takes the form of HTML (Hyper Text Markup Language)
statements well known to those skilled in the art.

In the case where the requested document is not stored in
a local cache memory 108, the parser 102 makes a TCP
(“transmission control protocol”) connection to the named
host portion 104 and retrieves the contents that include the
document portion 106 of the requested URL. In one
embodiment, the URL contents retrieved from the named
host portion 104 includes those HTML statements corre-
sponding to the requested document portion 106. The parser
102 uses the HTML statements corresponding to the
requested document portion 106 to form what is referred to
as an instance of the document object model (DOM) 110 that
is passed to a formatter 112 which then appropriately
displays the document.

In the case where the requested document portion 106 is
found to be stored in the local cache 108, a cache memory
manager 114 coupled to the formatter 112 retrieves the
requested document 106 directly from the local cache
memory 108 using appropriate document tags. The format-
ter 1 12 then appropriately displays the retrieved document
106. It should be noted that the cache memory manager 114
provides a garbage collection service that purges documents
stored in the local cache memory 108 based upon the
available cache memory as well as browser traffic. One



US 6,237,060 Bl

5

cache memory management scheme used by the cache
memory manager 114 preferentially excludes those most
recently requested documents from being garbage collected.
In one embodiment, the cache memory manager 114 varies
the number and type of files subject to garbage collection
based in part on the available cache memory space.

Referring now to FIG. 2, a cache memory manager 200 in
accordance with an embodiment of the invention, is shown.
It should be noted that the cache memory manager 200 is
one embodiment of the cache memory manager 114 shown
in FIG. 1. The cache memory manager 200 includes a
document key stack 202. In one embodiment, the document
key stack 202 is implemented as a self cleaning hash table
suitable for use in a object oriented program and system,
such as found in a Java Virtual Machine (JVM) environ-
ment. It should be noted that by self cleaning it is meant that
the document keys associated with those documents
reclaimed during garbage collection are purged (cleaned)
from the document key stack 202. The cache memory
manager 200 also includes a master document list 204 that
is also implemented as a self cleaning hash table. In the
described embodiment, the master document list 204 is
arranged to store document identifiers, typically in the form
of a document URL, associated with, for example, docu-
ments stored in the cache memory 108 represented by
documents 206-210. Each of the documents 206-210 have
an associated document identifier in the form of universal
resource locators, URLO, URL,, URL,, respectively.

In one implementation of the invention, the document key
stack 202 includes a number of available document key
stack locations, such as 100-104, that are each used to store
a document key corresponding to a particular document or
documents currently stored in the local cache memory 108.
By way of example, the document key stack location 100
contains a document key key, that corresponds to the
document 206 having the universal resource locator URL,,
while the location 102 contains document key key, corre-
sponding to the document 208 having the universal resource
locator URL,. In this way, each document stored in the local
cache memory 108 can be uniquely identified by the com-
bination of URL and document key, referred to as a docu-
ment tag. By way of example, the document 206 has a
corresponding document tag (URL,, key,), while the docu-
ment 208 has a corresponding document tag (URL,, key,,).
It should be noted, that in the described embodiment, the
document 210 (having the universal resource locator URL,)
is also associated with the document key key,. In this way,
the size (i.e., the number of locations) of the document key
stack 202 can be less than the total number of documents
stored in the local cache memory 108.

In the described embodiment, the master document list
204 includes a document identifier, typically in the form of
the universal resource locator URL, for every document
stored in the local cache memory 108 or requested by the
browser 100. By way of example, each of the documents
206-210 has its corresponding universal resource locator
URL stored in one of the available locations included in the
master document list 204.

As implemented, any document having its corresponding
document key included in the document key stack 202 exists
in a condition known as strongly referenced. In the context
of an object oriented operating system that uses garbage
collection to reclaim unused memory, such as the Java
runtime environment, a reference is much like a pointer to
an object in other object oriented systems, a term well
known in the art. A reference differs from a pointer in how
it interacts with the garbage collection system. The garbage
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6

collector will not collect objects that it considers strongly
referenced. An object is strongly referenced if a path of
references can be found form the root set (which a primor-
dial set of references that are never collected until the whole
system is terminated) to the object in question. Documents
with their document keys in the document key stack 202 are
considered strongly referenced because a path from the root
set to the document key stack 202 always exists, and the
document key stack 202 has a reference to those documents
whose keys it contains, thus completing the path from the
root set to the document.

When an object has no references to it at all from the root
set, the object is said to be unreachable, and therefore able
to be collected as unused memory by the garbage collector.

Some garbage collected object oriented systems, such as
the Java runtime environment, also allow for what are called
weak references. Weak references act just like strong refer-
ences in that they are much like pointer to objects in other
object oriented computer systems. Weak references differ
from strong references in terms of their interactions with the
garbage collector. When a path from the root set to an object
can be found only by crossing any number of weak
references, that object is said to be weakly referenced.
Weakly referenced objects may be reclaimed by the garbage
collector at any time. However, weakly referenced objects
are not unreachable. If the garbage collector has not yet
collected the weakly referenced object, it may still be used
through the weak reference in all ways that a strongly
referenced object may be used. At any time, however, the
weakly referenced object may be collected by the garbage
collector. Weak references, therefore, are useful for building
caches that are flushed only when memory is low of when
system performance requires it.

Therefore, as long as a cache memory manager maintains
at least a strong reference, the document is not subject to
garbage collection. On the other hand, if a document has
only associated with it a weak reference, the document is
subject to being reclaimed by the garbage collector.

A typical situation where a document that is currently
stored in the local cache memory 108 becomes subject to
garbage collection is when a particular document has not
been recently requested as determined by the scheduling
protocol executed by the cache memory manager 200. In this
case, the lifetime (i.e., the expected period of time between
requests) of the document has probably elapsed and main-
taining the document in the local cache memory 108 is not
memory space efficient since it be precludes other more
recently requested documents from being stored locally in
the local cache memory 108. By abolishing the strong
reference to the least recently requested document, that
particular document becomes subject to being reclaimed
from the local cache memory during a subsequent garbage
collection cycle since it now only has a weak reference
associated with it. In this way, valuable cache memory is
made available for locally storing more recently requested
documents. On the other hand, if sufficient memory is
available so that garbage collection is not deemed necessary,
the weakly referenced document will remain in the cache
until garbage collection does indeed occur.

By way of example, FIG. 3 illustrates a situation where
the document 208 has not been recently requested and as
such its document key key, has been dropped from the
document key stack 202. Another situation where the docu-
ment key can be dropped from the document key stack 202
is when the depth of document key stack 202 itself is
reduced such that certain of the document keys stored
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