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(7) ABSTRACT

A method for handling access requests at multiple PoPs
using the sharing of NAS information between the PoPs,
enabling each PoP to maintain its own, independent, data-
base of user records. When an access request is received, it
is forwarded to a specific PoP designated as the user’s
“home PoP”. This home PoP is the only PoP to contain the
user’s records. The home PoP may then handle the access
request by utilizing a local NAS list, the local NAS list being
synchronized with other NAS lists in the network and
providing information on all the “known” NASes through-
out the entire network. This allows for a user to roam
between PoPs, while reducing the bandwidth and security
concerns that have existed in the past when users chose to
roam. The NAS lists may then be updated via a central
Network Control Console.
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SHARING OF NAS INFORMATION
BETWEEN POPS

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to Points of Presence
(PoPs). More particularly, the present invention relates to the
sharing of Network Access Server (NAS) information
between PoPs in order to more effectively handle user
roaming.

2. The Background

Turning to FIG. 1, one approach for providing network
access to a communications system 8 over an access point
(such as access point 104, access point 10b, or access point
10¢) using a communications network 12 is shown. An
access point is associated with a set of service components
and at least one client, enabling a subscriber 14 using a host
machine 16, such as a personal computer having a modem,
to obtain access to system 8. As known to those of ordinary
skill in the art, when referred to in the context of the Internet
or other large computer networks, each client coupled to an
access point provides connectivity to hosts within an area
commonly referred to as a PoP or “Point of Presence.” APoP
is a geographical area that is serviced by an access point,
which is typically managed by an ISP (“Internet Services
Provider”). For dial-up access methods using a public
switched telephone network (PSTN), the geographical area
may be defined by an area code.

For example, if network 12 is implemented using the
Internet, access point 10z may be configured to support
subscribers within a geographical area defined by a first area
code, such as that covering San Jose, Calif., while access
point 105 may be configured to support subscribers within
another geographical area defined by a second area code,
such as that covering San Francisco, Calif. and/or its sur-
rounding cities and towns. Similarly, access point 10c may
be configured to support subscribers within a geographical
area defined by a third area code, such as that covering New
York City, N.Y.

For dial-up access to network 12, each access point
includes at least one network access server (commonly
referred to as a NAS), such as network access server 18.
Network access server (NAS) 18 functions as an interface
between host machine 16 (via the modem) and the necessary
services which must be provided when subscriber 14 secks
to obtain network access using a dial access method. Each
PoP may contain one or more NASes. Responding to a
dial-up access request typically includes the process steps
(sometimes referred to as “states”) of authentication,
authorization, and accounting. These states may be provided
by an Authentication, Authorization, and Accounting (AAA)
server, such as AAA server 20. AAA server 20 uses the
RADIUS protocol to communicate with devices, such as
network access server 18, which request authentication,
authorization, and accounting services.

To provide authentication, authorization, and accounting
services properly, an AAA server requires access to a
database 22 having a set of user records. The user records are
then accessed during authentication, authorization, and/or
accounting. For a communications system that has more
than one access point, such as communications system 8§,
database 22 may be maintained as a central database that
contains all of the user records required by all of the access
points in communications system 8. This provides the
advantages of maintaining only one database for more than
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one access point, reducing the complexity of the system,
while permitting a subscriber to obtain network access at an
access point other than his originating access point
(commonly referred to as “roaming”).

For example, if access point 10a is the home access point
for subscriber 14, subscriber 14 may still dial-up a different
access point, even if the access point is at a different
geographical area, such as access point 10c. This is possible
because access point 10c has access to the user record
corresponding to subscriber 14 by virtue of database 22.

However, centrally locating a database is expensive with
respect to network bandwidth consumption because each
database transaction generated for every access request that
requires AAA services from an access point in communica-
tions system 8 must be sent to database 22 (sometimes
referred to as “back-hauling”). Moreover, this problem of
bandwidth consumption increases and becomes more acute
during peak use hours.

Back-hauling also requires an entry for each NAS in the
AAA server database, because the AAA server database
must authenticate the NAS from which the user is accessing
the network.

Another solution involves implementing a local database
at each access point. This case is illustrated in FIG. 2. Each
database 50z, 50b, 50c contains a complete set of user
records. This allows a user to easily roam, as the user’s
record is accessible from any of the NASes. However, this
solution offers the challenges of having to maintain syn-
chronicity with other local databases. Each time a user’s
record is changed, added, or removed, all the local databases
must be updated.

It is also becoming more common for ISPs to enter into
partnership or “roaming” agreements with other ISPs to
provide access to each other’s subscribers. This type of
roaming is fairly common with cellular phones, where a user
may have a plan with a local cellular phone service, but
when traveling must utilize another company’s service in
order to use the same cell phone. The local cellular phone
service normally has agreements with cellular phone ser-
vices throughout the country to provide access. This type of
roaming may also be utilized for ISPs. Centralizing a
database of user records may be difficult or impossible
because of the security concerns about giving more than one
ISP access to a particular user’s record. The same security
concern exists for having local databases containing the
entire database of user records.

Accordingly, a need exists for a solution that allows for
roaming capabilities, but which limits the bandwidth con-
sumption normally encountered with current solutions.

BRIEF DESCRIPTION OF THE INVENTION

A method is described for handling access requests at
multiple PoPs using the sharing of NAS information
between the PoPs, enabling each PoP to maintain its own,
independent, database of user records. When an access
request is received, it is forwarded to a specific PoP desig-
nated as the user’s “home PoP”. This home PoP is the only
PoP to contain the user’s records. The home PoP may then
handle the access request by utilizing a local NAS list, the
local NAS list being synchronized with other NAS lists in
the network and providing information on all the “known”
NASes throughout the entire network. This allows for a user
to roam between PoPs, while reducing the bandwidth and
security concerns that have existed in the past when users
chose to roam. The NAS lists may then be updated via a
central Network Control Console.
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BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a schematic diagram of a one type of a
communications system having a central database storing all
the user records for supporting access requests processed by
more than one access point.

FIG. 2 is a schematic diagram of a communications
system having a local database storing all the user records
for supporting access requests at each access point.

FIG. 3 is a block diagram of a communications system in
a distributed AAA environment in accordance with a pres-
ently preferred embodiment of the present invention.

FIG. 4 is a flow diagram illustrating a method for centrally
managing a computer network in accordance with a pres-
ently preferred embodiment of the present invention.

FIG. § is a block diagram illustrating an apparatus for
centrally managing a computer network in accordance with
a presently preferred embodiment of the present invention.

FIG. 6 is a diagram illustrating a NAS list in accordance
with a presently preferred embodiment of the present inven-
tion.

FIG. 7 is a flow diagram illustrating a method for locally
processing an access request at a Point-of-Presence (PoP) in
accordance with a presently preferred embodiment of the
present invention.

FIG. 8 is a block diagram of an apparatus for locally
processing an access request at a Point-of-Presence (PoP) in
accordance with a presently preferred embodiment of the
present invention.

FIG. 9 is a flow diagram illustrating a method for handling
an access request at a PoP, said access request generated by
a user logging on to said PoP, said user having a home PoP
in accordance with a presently preferred embodiment of the
present invention.

FIG. 10 is a block diagram illustrating a method for
handling an access request at a PoP, said access request
generated by a user logging on to said PoP, said user having
a home PoP in accordance with a presently preferred
embodiment of the present invention.

DETAILED DESCRIPTION OF A PREFERRED
EMBODIMENT

In the following description, a presently preferred
embodiment of the invention is described with regard to
preferred process steps and data structures. However, those
skilled in the art would recognize, after perusal of this
application, that embodiments of the invention may be
implemented using at least one general purpose computer
operating under program control, and that modification of
the general purpose computer to implement the components,
process steps, and/or data structures described herein would
not require undue invention.

In accordance with a presently preferred embodiment of
the present invention, the components, process steps, and/or
data structures are implemented using a Network Control
Console (NCC) and Protocol Gateways (PGWs). One of
ordinary skill in the art will recognize, however, that the
present invention is not limited to embodiments containing
either an NCC or a PGW.

FIG. 3 is a block diagram of a communications system in
a distributed AAA environment in accordance with a pres-
ently preferred embodiment of the present invention. Pro-
tocol Gateways 100a, 1005, 100c are located at each of the
PoPs 102a, 1025, 102¢. A Protocol Gateway (PGW) is a
device which combines certain features of a gateway with
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that of a router, thus creating a “smart” gateway. In a
presently preferred embodiment of the present invention, a
PGW is placed between the NASes 1044, 1045, 104¢ and the
AAA servers 106a, 106b, 106¢ at each PoP 1024, 1025,
102¢. The PGWs then direct the traffic to and from the
Internet.

In the present invention, rather than having local data-
bases storing user records for the entire system, local user
record databases 108a, 1085, 108c will store only the user
records relating to the particular PoP. Generally, users have
a single PoP that they access most frequently. This PoP will
be referred to throughout this document as the user’s “home
PoP”. One of ordinary skill in the art will recognize that any
PoP can be chosen as a user’s “home PoP”, but if the one
chosen also happens to be the one that is the most frequently
accessed by the user or likeliest to be accessed by the user,
it will result in a much more efficient system. Therefore,
each PoP’s local user record database 108z, 1085, 108c¢ will
only contain user records of users who have that PoP as their
home PoP.

Thus, a user who lives in San Jose, Calif., will have the
San Jose, Calif. PoP as his “home PoP”. His user record will
be contained only in a local database corresponding to the
San Jose PoP. If the user dials into the San Jose PoP, the
AAA services will be easy to perform since his user record
is already contained at that location. However, if the user
dials in from a different location (roams) then the AAA
services become much harder.

In order to remedy this problem, a NAS list 110a, 1105,
110c¢ is provided at each PoP. The primary concern with a
user accessing the network via a foreign PoP is that the NAS
utilized will not be a valid one. Therefore, the NAS list 1104,
11056, 110c at each location will contain a list of all valid
NASes. While this still necessitates centralized management
and synchronization much in the same way that the old
method of storing a complete list of user records at each PoP
did, in reality any bandwidth problems will be minimal.
Records of valid NASes, unlike user records, are not
updated all that frequently. It is a somewhat rare occurrence
to add a new NAS, delete an old NAS, or change the settings
of a NAS. Therefore, the synchronization of the NAS
information throughout all of the NAS lists will not consume
much bandwidth at all, as opposed to the synchronization of
user records.

The NAS information may be centrally managed from a
Network Control Console (NCC) 112. An NCC is generally
a graphical interface that allows a user to configure PoPs,
servers and services, monitor their activity and performance,
and view messages sent between these objects for trouble-
shooting purposes. In a presently preferred embodiment of
the present invention, the NCC may also be utilized to add
NASes, remove NASes, and change NAS information in the
local NAS lists throughout the network. The NCC may be
connected to all the PGWs and AAA servers via an
ActiveWeb Communication broker 114, which handles the
broadcasting of any changes to the NAS lists throughout the
network. ActiveWeb is an information broker in a suite of
products called ActiveWorks, made by Active Software of
Santa Clara, Calif. It provides a quick and effective way to
distribute information throughout a computer network. One
of ordinary skill in the art will recognize, however, that the
distribution of such information in the present invention may
be performed in a variety of ways and with a variety of
different brokers.

In order to interface with this broker, each AAA server
may have an agent, in a preferred embodiment this may be






