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Marc S. Hanish
57 ABSTRACT

A router may induce a reflected interrupt to indicate to a
processor in the router to execute encryption or decryption
commands on packets in an input queue. The reflected
interrupt may have a lower priority than interrupts generated
for the processing of time-critical packets. This prevents
starvation of potentially important packets while still pro-
viding for the security of a critical section for encryption and
decryption commands. The router may also be designed to
detect when a predefined event occurs and stop the execu-
tion of encryption or decryption commands accordingly.
This is especially useful for preventing the starvation of
lower priority packets, as the encryption or decryption
processing loop may be stopped intermittently to allow the
processor to perform other tasks. Scheduling of the encryp-
tion or decryption process may also help prevent traffic-
related problems.
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REFLECTED INTERRUPT FOR
HARDWARE-BASED ENCRYPTION

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to the field of network
routers. More specifically, the present invention relates to
the use of a reflected interrupt to execute encryption-related
processing of packets by a router.

2. The Background

An Internetwork Operating System (IOS) is a system that
provides common functionality, scalability, and security for
all products contained in a computer network. It generally
allows centralized, integrated, and automated installation
and management of internetworks, while ensuring support
for a wide variety of protocols, media, services, and plat-
forms.

Traditionally, IOS has been implemented in software.
However, it can be much more efficient to implement certain
aspects of IOS in hardware. This allows not only the obvious
advantage of hardware execution of commands (which is
usually much faster than software execution), but also the
advantage of permitting some commands to be run in
parallel with commands being executed in software, creating
efficiency through pipelining.

One area in which this offloading of IOS functionality to
hardware is especially effective is in encryption. In order to
provide security, most I0OS implementations include an
encryption library, a series of commands for implementing
security-relation encryption. Generally such commands are
executed on packets received or sent by a router. Since most
routers receive a large amount of traffic, the speed and
efficiency of the execution of such commands are of utmost
concern to manufacturers.

When such commands were implemented solely in
software, it was common for the software to be divided into
two separate parts: public and restricted. The public portion
would contain public keys and subroutines, while the
restricted portion would contain protected source code and
cryptographic libraries. Execution of commands would
involve calls between these two parts.

With the movement towards hardware implementation,
the commands may now be implemented in a hardware-
based encryption accelerator. A hardware application pro-
gram interface (API) is created which replaces the calls
between the public and restricted parts by interfacing with
the hardware-based encryption accelerator.

There are generally three types of encryption/decryption
commands. The first is registration. These are simply the
commands used to indicate to the API that hardware encryp-
tion is going to be performed. Commands of this type may
be executed fairly rarely, such as only when the I0S is
initialized.

A second group of encryption/decryption commands
includes protocol commands. These are commands which
indicate the proper protocol that commands to the driver
should be in, as well as the protocol the driver will use for
responding. These commands are also executed fairly rarely,
such as perhaps once every day or so.

The third group of encryption/decryption commands
includes bulk encryption and decryption. Commands of this
type do the actual work of encrypting and decrypting
packets, as well as error-correcting. Commands of this type
are executed very often and are therefore the most important
to consider when speed and efficiency is an issue.
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Typically, when a bulk encryption or decryption com-
mand is executed, the hardware is placed in what is known
as a critical section. During the critical section, network
interrupts are generally masked so that no packets may be
handled until after the encryption or decryption process has
finished. Parallel execution of commands is limited to other
encryption or decryption commands. This is necessary to
ensure proper security. Unfortunately, there are several
problems that arise with such an implementation.

If the encryption or decryption commands are being
executed on fairly large packets, there is a possibility of
non-encryption-related commands on other packets not
being executed for long periods of time since the 10S is
stuck in the critical section. This is known as starvation, and
also may occur if a large number of packets requiring
encryption or decryption are received within a relatively
short period of time. If these starved packets are time-
sensitive, such as Voice-over-IP packets, then starvation
becomes an even bigger problem.

Additionally, given the speed at which the hardware
implementation is able to execute, it is generally a good idea
to keep all the queues full to ensure proper efficiency of
system resources.

What is needed is a solution which prevents the starvation
of time-critical packets as well as ensures proper efficiency
of system resources.

SUMMARY OF THE INVENTION

A router may induce a reflected interrupt to indicate to a
processor in the router to execute encryption or decryption
commands on packets in an input queue. The reflected
interrupt may have a lower priority than interrupts generated
for the processing of time-critical packets. This prevents
starvation of potentially important packets while still pro-
viding for the security of a critical section for encryption and
decryption commands. The router may also be designed to
detect when a predefined event occurs and stop the execu-
tion of encryption or decryption commands accordingly.
This is especially useful for preventing the starvation of
lower priority packets, as the encryption or decryption
processing loop may be stopped intermittently to allow the
processor to perform other tasks. Scheduling of the encryp-
tion or decryption process may also help prevent traffic-
related problems.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a flow diagram illustrating a method for execut-
ing encryption or decryption commands on a packet in a
computer network in accordance with a presently preferred
embodiment of the present invention.

FIG. 2 is a block diagram illustrating a router for execut-
ing encryption or decryption commands on a packet in a
computer network in accordance with a presently preferred
embodiment of the present invention.

DETAILED DESCRIPTION OF A PREFERRED
EMBODIMENT

In the following description, a preferred embodiment of
the invention is described with regard to preferred process
steps and data structures. However, those skilled in the art
will recognize, after perusal of this application, that embodi-
ments of the invention may be implemented using at least
one general purpose computer operating under program
control, and that modification of the general purpose com-
puter to implement the components, process steps, and/or
data structures described herein would not require undue
invention.
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In accordance with a presently preferred embodiment of
the present invention, the components, process steps, and/or
data structures are implemented using an 10S. This imple-
mentation is not intended to be limiting in any way. Different
implementations may be used and may include other types
of operating systems, computing platforms, and/or computer
programs. In addition, those of ordinary skill in the art will
readily recognize that devices of a less general purpose
nature, such as hardwired devices, devices relying on FPGA
(field programmable gate array) or ASIC (application spe-
cific integrated circuit) technology, or the like, may also be
used without departing from the scope and spirit of the
inventive concepts disclosed herewith.

An interrupt is a signal that gets the attention of the CPU
to perform or stop performing a task. An interrupt generally
involves a hardware device, but some software functions
may generate interrupts as well. In a presently preferred
embodiment of the present invention, a bit is defined in a
hardware register on the encryption accelerator that induces
an interrupt to the CPU when the bit is set. The same
interrupt line may be used by an encryption accelerator (the
hardware which performed encryption/decryption) to indi-
cate the completion of an operation.

When a packet is received which requires encryption or
decryption, the encryption accelerator may place that packet
in a queue or start processing it immediately. Either way, it
may induce the reflected interrupt. The reflected interrupt
signal indicates to the CPU that it should process encryption
or decryption commands on packets as long as there is work
available. This is known as the encryption/decryption pro-
cessing loop, where the CPU will continue to process these
commands until the appropriate queue is empty or a higher-
priority interrupt breaks the loop. In order to prevent star-
vation of time-critical or otherwise higher priority packets,
the reflected interrupt may be set at a lower priority than
“more important” or time-critical interrupts (such as those
that would be triggered upon receipt of voice-over-IP
packets).

This design allows for high efficiency and speed, without
starvation of higher priority packets. One potential problem
with this design, however is that when the system is under
stress (receiving a lot of packets needing encryption or
decryption), it is still possible for the network to starve lower
priority packets. For example, there are still copying,
encapsulation, checksum calculating, and other relatively
low priority commands that need execution. If these com-
mands suffer from starvation, the queues they are placed in
may fill up and packets may have to be discarded.
Additionally, even thought these commands may be low-
priority, that does not necessarily mean they are “no-
priority”. There may still be delay problems if these com-
mands aren’t executed every so often.

In a presently preferred embodiment of the present
invention, this problem may be alleviated by exiting the
encryption/decryption processing loop when a certain con-
dition is met. This condition may be set to be based on a
number of iterations or bytes processed, or by the amount of
time that has passed since entering the loop. This allows
lower-priority commands to be executed at an interval of the
designer’s choosing, in order to maximize the time spent in
the loop while minimizing the possibility of adverse star-
vation of lower-priority commands.

However, this solution creates a few additional issues. If
the encryption/decryption loop happens to halt (due to the
amount of time the loop has been executing, or the number
of iterations or bytes processed) and network activity hap-
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4

pens to halt around the same time, there may be some
packets awaiting encyrption/decryption still stuck on the
queue leading to the encryption accelerator. Without addi-
tional packets to trigger the CPU to enter a critical section
again, these stuck packets may never get executed.
Therefore, a detector may be placed in the system to
determine if there are any packets remaining in the
encryption/decryption queue when the encryption/
decryption loop is halted, and then to initiate another
reflected interrupt after a certain period of time if one is not
triggered as part of the normal network traffic flow.

Another problem that may be encountered is that simply
exiting the encryption/decryption loop may not allow the
“normal” processing of a packet to proceed because the
number of packets requiring encryption/decryption may be
arriving so fast as to be triggering reflected interrupts
immediately after the loop is exited (i.e. not giving enough
time for any “normal” processing to occur). This issue may
be alleviated by scheduling the processing loop, such as by
time-slicing, wherein there are certain scheduled times dur-
ing which encryption/decryption simply will not occur,
allowing the system to “catch up” with its normal processing
chores during these times if necessary. Obviously, the choice
of time-slicing patterns is very important since such time
slicing invariably will cut into the efficiency of the handling
of packets. Another possible solution involves simply drop-
ping input packets if the queue is full, thus avoiding the
problem entirely.

FIG. 1 is a flow diagram illustrating a method for execut-
ing encryption or decryption commands on a packet in a
computer network in accordance with a presently preferred
embodiment of the present invention. At 50, the packet may
be placed in a rear of an input queue, wherein said input
queue further contains a front. At 52, a reflected interrupt
may be induced by setting a bit in a register, said reflected
interrupt indicating to a processor that said processor should
repeatedly execute the encryption or decryption commands
on packets in said input queue, beginning with a packet at
the front of said input queue, until the input queue is empty.
The reflected interrupt may have a lower priority than
interrupts generated for time-critical commands. At 54, the
execution of said encryption or decryption commands
should be stopped if an interrupt with a higher priority is
detected.

At 56, the execution of said encryption or decryption
commands may be stopped on the occurrence of a pre-
defined event, such as when the number of bytes processed
reaches a predefined limit, when the number packets to
which said encryption or decryption commands has been
executed reaches a predefined limit, or when the time spent
executing said encryption or decryption commands reaches
a predefined limit.

At 58, the router may detect if there are any packets
remaining in said input queue once said execution of said
encryption or decryption commands is stopped and initiate
a second reflected interrupt after a delay if said second
reflected interrupt has not already been initiated by normal
network traffic flow. Then, at 60, the execution of said
encryption or decryption commands may be scheduled, such
that there is enough time devoted to execution of other
commands for said other commands to properly execute
even in a case where there are a large number of encryption
or decryption commands waiting to be executed. Time
slicing may be used for the scheduling. Lastly, at 62, any
new packets requiring execution of said encryption or
decryption commands may be dropped if the input queue is
full.
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FIG. 2 is a block diagram illustrating a router for execut-
ing encryption or decryption commands on a packet in a
computer network in accordance with a presently preferred
embodiment of the present invention. The packet may be
placed in the rear 100 of an input queue 102, wherein said
input queue further contains a front 104. A reflected interrupt
inducer 106 coupled to a bit 108 in a register 110 may induce
a reflected interrupt by setting the bit 108 in a register 110,
the reflected interrupt bit 108 coupled to a processor 112
which is coupled to the input queue 102. The reflected
interrupt bit 108, when set, indicates to a processor 112 that
said processor 112 should repeatedly execute the encryption
or decryption commands on packets in said input queue 104,
beginning with a packet at the front 106 of said input queue
104, until the input queue 104 is empty. The reflected
interrupt may have a lower priority than interrupts generated
for time-critical commands, which may set a time-critical
interrupt bit 114 in the register 110. An encryption or
decryption command execution terminator 116 coupled to
said reflected interrupt bit 108 may stop the execution of said
encryption or decryption commands if an interrupt with a
higher priority is detected by an interrupt detector 118
coupled to said encryption or decryption command execu-
tion terminator 116.

A predefined event detector 120 coupled to said encryp-
tion or decryption command execution terminator 116 may
signal to the encryption or decryption command execution
terminator 116 to stop the execution of said encryption or
decryption commands on the occurrence of a predefined
event, such as when the number of bytes processed reaches
a predefined limit, when the number packets to which said
encryption or decryption commands has been executed
reaches a predefined limit, or when the time spent executing
said encryption or decryption commands reaches a pre-
defined limit. Thus, the predefined event detector 120 may
be a byte count detector, a packet count detector, or a timer.

An input queue detector 122 coupled to the input queue
102 and to the reflected interrupt inducer 106 may detect if
there are any packets remaining in the input queue 102 once
the execution of said encryption or decryption commands is
stopped and signal to the reflected interrupt inducer 106 to
initiate a second reflected interrupt after a delay if said
second reflected interrupt has not already been initiated by
normal network traffic flow. A scheduling module 124
coupled to said reflected interrupt inducer 106 may schedule
the execution of said encryption or decryption commands
such that there is enough time devoted to execution of other
commands for said other commands to properly execute
even in a case where there are a large number of encryption
or decryption commands waiting to be executed. A time
slicer 126 may be located on the scheduling module 124 to
perform time slicing for the scheduling. Any new packets
requiring execution of said encryption or decryption com-
mands may be dropped if the input queue 102 is full by a
packet dropper 128 coupled to said input queue 102.

While embodiments and applications of this invention
have been shown and described, it would be apparent to
those skilled in the art having the benefit of this disclosure
that many more modifications than mentioned above are
possible without departing from the inventive concepts
herein. The invention, therefore, is not to be restricted except
in the spirit of the appended claims.

What is claimed is:

1. A method for executing encryption or decryption com-
mands on a packet in a computer network including:

receiving a packet requiring encryption or decryption at

an encryption accelerator,
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6

inducing a reflected interrupt from said encryption accel-
erator to a processor by setting a bit in a register, said
reflected interrupt indicating to said processor that said
processor should execute the encryption or decryption
commands until there are no more encryption or
decryption commands to execute; and

stopping said execution of said encryption or decryption

commands if an interrupt with a higher priority is
detected by said processor.

2. The method of claim 1, wherein said reflected interrupt
has a lower priority than interrupts generated for time-
critical commands.

3. The method of claim 1, further including stopping said
execution of said encryption or decryption commands once
the number of bytes processed reaches a predefined limit.

4. The method of claim 1, further including stopping said
execution of said encryption or decryption commands once
the number of commands executed reaches a predefined
limit.

5. The method of claim 1, further including stopping said
execution of said encryption or decryption commands once
the time spent executing said encryption or decryption
commands reaches a predefined limit.

6. The method of claim 3, further including detecting if
there are any packets upon which it is necessary to execute
said encryption or decryption commands once said execu-
tion of said encryption or decryption commands is stopped
and initiating a second reflected interrupt after a delay if said
second reflected interrupt has not already been initiated by
normal network traffic flow.

7. The method of claim 4, further including detecting if
there are any packets upon which it is necessary to execute
said encryption or decryption commands once said execu-
tion of said encryption or decryption commands is stopped
and initiating a second reflected interrupt after a delay if said
second reflected interrupt has not already been initiated by
normal network traffic flow.

8. The method of claim 5, further including detecting if
there are any packets upon which it is necessary to execute
said encryption or decryption commands once said execu-
tion of said encryption or decryption commands is stopped
and initiating a second reflected interrupt after a delay if said
second reflected interrupt has not already been initiated by
normal network traffic flow.

9. The method of claim 1, further including scheduling
said execution of said encryption or decryption commands
such that there is enough time devoted to execution of other
commands for said other commands to properly execute
even in a case where there are a large number of encryption
or decryption commands waiting to be executed.

10. The method of claim 9, wherein said scheduling
includes time slicing.

11. The method of claim 1, further including dropping any
new packets requiring execution of said encryption or
decryption commands if an input queue is full.

12. A method for executing encryption or decryption
commands on a packet in a computer network including:

receiving a packet requiring encryption or decryption at

an encryption accelerator;

placing said packet in a rear of an input queue, wherein

said input queue further contains a front;

inducing a reflected interrupt from said encryption accel-

erator to a processor by setting a bit in a register, said
reflected interrupt indicating to said processor that said
processor should repeatedly execute the encryption or
decryption commands on packets in said input queue,
beginning with a packet at the front of said input queue,
until the input queue is empty; and






