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(57) ABSTRACT

A method and apparatus for protecting secured files stored
on a file system employs a file security status associated with
each file to signal whether or not access to the file is allowed.
The file security status is stored in a fixed location in
memory. Upon opening the associated file, the file security
status is copied to a second location in memory. Depending
upon the file security status stored in the second location,
operations on the file by a client are either allowed or denied.
Operations on non-secure files are always allowed. Opera-
tions on secured files are allowed only after verification of
the client’s authorization to access the file and the subse-
quent modification of the file security status stored in the
second memory location. The method protects secured files
from deletion by unauthorized clients. This is accomplished
by, upon opening a secure file, initializing a third memory
location to a value indicating that the file will not be deleted
upon closing. This value may be changed by an authorized
client only after going through the above-described verifi-
cation process. Once the value has been changed to reflect
that the file should be deleted when closed, the file will be
deleted when closed. A method for creating a new secure file
is also provided.

13 Claims, 5 Drawing Sheets
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METHOD AND APPARATUS FOR SECURING
INFORMATION ACCESS

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to file security. More par-
ticularly, the present invention relates to a method and
apparatus for protecting and accessing secure files that are
stored on a file system. Among other uses, the invention may
be used to protect files stored on routers which are generally
accessible over the Internet.

2. Background

A number of mechanisms have been deployed to address
the issue of file security on a file system. Security mecha-
nisms often involve a user name and corresponding pass-
word that identifies the sender or client. A database is used
to verity the password and provide the user with specific
pre-authorized privileges.

Such password schemes are common on Internet servers
storing secure information. A typical scheme acts as a
gatekeeper, requiring a client to be positively identified
before being allowed to access secure server files.

Routers are a vital part of the Internet. In general, routers
are devices that receive packets of information via a data
communications network input port and direct these packets
of information through an output port. Routers are used to
interconnect networks. For example, they may be used to
interconnect local area networks (LANs) to wide area net-
works such as the Internet. In this capacity, they accept
Internet packets destined for the LAN and also direct
packets generated within the LAN to the Internet.

Routers also function as servers, receiving requests from
clients or processes and responding to those requests. There-
fore, routers are programmed with routines for appropriately
responding to a variety of requests. These routines are
referred to herein as request handlers.

One of the functions of routers is implementing network
security. As the interface between a LAN and the Internet,
routers may serve as the means of encrypting outgoing
packets and decrypting incoming packets. Therefore, they
often store files containing crucial and highly confidential
information relating to security. Such files may include
cryptographic keys. It is important that only authorized
clients are able to access such crucial information.

Security on Internet routers is a new and evolving area.
While a router connecting a LAN to the Internet must be
generally accessible via the Internet, it may be desirable that
the router be involved in encrypting and decrypting mes-
sages as they exit and enter the LAN. Thus, highly confi-
dential cryptographic keys may be stored as files in the
memory of a router. The need to devise methods and devices
to protect these confidential files has recently become appar-
ent. This invention addresses this newly recognized need.

BRIEF DESCRIPTION OF THE INVENTION

A method and apparatus for data communications net-
work server file security is provided, wherein the apparatus
positively verifies the identity of a client before allowing the
client access to files containing confidential information.

Two essential functions need to be provided for access of
secured files. First, a qualified client should be able to
perform operations such as writing or editing. Second, a
qualified client should be able to delete such a file. The
invention provides a method and apparatus for performing
these essential functions.
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The invention employs a scheme for storing status types
and values associated with a file. These status types and
values may be stored as single bits. The status types and
values indicate what operations are currently allowed on the
file. A first memory location stores a fixed file security status
associated with a file. This memory location stores a type
used to indicate whether the file is a secure file or a
non-secure file. This type remains unchangeable as long as
the file exists and is used both to copy the security status to
a second memory location and to determine whether or not
file deletions are allowed atomically. Only for non-secure
files is atomic deletion allowed.

A second memory location is created at the time a client
sends a call to open the file. This memory location is part of
a file entry which is uniquely created for each client request
to open a file. This second memory location stores an active
file security status containing a type copied from the fixed
file security status stored in the first memory location. This
active file security status type is changeable and is used to
determine whether or not the client has the privilege to
perform operations on the file. The active file security status
type for a non-secure file is initialized to indicate that
operations on the file are allowed. Therefore, every client
has the privilege to perform operations on the file. For
secured files, the active security status is initialized to a type
indicating “operations not allowed” by copying it from the
fixed file security status. To perform operations on a secure
file, the active security status must be changed to a type
indicating “operations allowed”. This is accomplished by
the client sending a authorization credential to the apparatus
and the apparatus verifying that the client has the privilege
to access the file. At that point, the active file security status
type is changed and the client is allowed to perform opera-
tions on the file.

Since atomic deletion of secured files is not allowed, a
third memory location is used to perform the operation of
deleting a secured file. This memory location is also part of
the file entry and is initialized to a value indicating “do not
delete on close” for both secure and non-secure files. The
value stored at this location is referred to as the delete-on-
close status. To delete a secure file, the client must first gain
access to the file by passing a authorization credential and
subsequently having the active file security status type
changed to “operations allowed”. Then, the client sends a
request to change the delete-on-close status to a type indi-
cating “delete on close”. The delete-on-close status is
changed and the file is deleted when it is closed.

The invention may include a fourth memory location as a
part of the file entry. This fourth memory is initialized upon
creation of the file entry to contain the value of the fixed file
security status. This fourth memory location remains
unchanged throughout the existence of the file entry and
may be used to conveniently access the type of the fixed file
security status even after the active file security status type
has been changed. This is useful if a secure file is being
lengthened to extend over additional blocks in memory and
it is desired that the fixed file security status be included in
the block header.

A method for creating secured files is also provided. The
method starts with a client making a call to the file server to
open a file to write to the file. The file opened for write does
not exist on the server at the time of the call. Upon receipt
of the call, the server creates a file entry and returns a file
descriptor while recognizing that this is a new file. The client
passes a authorization credential to the user. If the client is
authorized to create a new secure file, the user is allowed to
proceed. The combination of the open new file to write call
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and the authorized authorization credential causes the server
to recognize that the new file is to be a secure file. Therefore,
the server then sets the fixed file security status associated
with the new file to indicate that the file is secure, and closes
all open file entries for the new file. Thereafter, any subse-
quent file open requires authentication before reading, modi-
fying, writing or deleting the file.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram showing a client, the apparatus,
and the paths of communication between the client and the
apparatus and between the components within the apparatus
in accordance with a presently preferred embodiment of the
invention.

FIG. 2 is a flow diagram of a client accessing a non-secure
file in accordance with a presently preferred embodiment of
the invention.

FIG. 3 is a flow diagram of a client accessing a secure file
in accordance with a presently preferred embodiment of the
invention.

FIG. 4 is a flow diagram of a client deleting a secure file
in accordance with a presently preferred embodiment of the
invention.

FIG. 5 is a flow diagram of a client creating a new secure
file in accordance with a presently preferred embodiment of
the invention.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

Those of ordinary skill in the art will realize that the
following description of the present invention is illustrative
only and not in any way limiting. Other embodiments of the
invention will readily suggest themselves to such skilled
persons having the benefit of this disclosure.

Referring to FIG. 1, there is shown a block diagram of an
apparatus 10 employing a server 12 as an interface between
clients 20, 22, 24 and files 30, 32 stored in non-volatile
random-access memory (NVRAM) 34. Though NVRAM is
used in a preferred embodiment, other file media may be
used. The server has capabilities for handling numerous
clients concurrently and has routines for manipulating files
according to client requests. Such routines include those to
open, close, read, write, and delete files.

The NVRAM 34 contains files 30, 32, including at least
one secure file 32. Each file stored on NVRAM has asso-
ciated with it a memory location in NVRAM for storing a
fixed file security status. Non-secure file 30 is associated
with memory location 36, which stores a fixed file security
status of a type corresponding to “operations allowed” or an
equivalent status. File 30 also includes a content 37. Secure
file 32 is associated with memory location 38, which stores
a fixed file security status of a type corresponding to
“operations not allowed”. Secure file 32 includes a content
39, which may comprise a cryptographic key.

Upon a client 20 sending a request to the server 12 to open
non-secure file 30, the server communicates with the
NVRAM and creates a data structure 40 (a “file entry”) in
RAM. The data structure contains memory location 42 to
store an active file security status and memory location 44 to
store a delete-on-close status. A server routine reads memory
location 36 and copies the contents of that location into a
memory location 42 in file entry 40. Because memory
location 30 contains a fixed file security status indicating the
type “operations allowed” or an equivalent status, the type
“operations allowed” will be copied to memory location 42.
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At the same time, the server initializes memory location 44
with a value corresponding to “do not delete on close” or an
equivalent status to indicate the delete-on-close status.

The server routine is generally the same in response to all
calls to open a file. The server creates a file entry, stores the
fixed file security status from the NVRAM file into a
memory location in the file entry, and initializes the delete-
on-close status in a memory location of the file entry to “do
not delete on close”. Each file entry can only be accessed by
the client who made the request to open the file associated
with the creation of that file entry. If multiple clients
concurrently request to open the same file, an independent
file entry will be created for each client. Upon close of a file
the file entry is destroyed. However, unless an effective
delete request is communicated to the server, as described
below, the file and its associated fixed file security status will
be retained in NVRAM.

In a preferred embodiment, the server routine may dif-
ferentiate between open calls to read a file without changing
its contents and open calls that will result in alterations to the
contents. Because multiple clients may simultaneously
access a file, it is desirable that clients who will alter a file
be given exclusive access. In this embodiment open calls for
writing or deleting a file will provide the client with exclu-
sive access to the file.

Server routines that perform operations on a file, such as
read and write, are designed to first determine the active file
security status in the file entry associated with the file before
an operation is performed. If the active file security status in
the file entry indicates “operations allowed”, the operation is
performed. If the active file security status in the file entry
indicates “operations not allowed”, the operation is not
performed and an error message is returned to the client. In
the case of operations requested for file 30, after opening the
file read and write operations would be performed upon
request since the active file security status in the file entry
would indicate “operations allowed”.

Upon client 22 sending a request to the server 12 to open
secure file 32, the server communicates with the NVRAM
34 and then creates a file entry 50 in RAM. The file entry
contains memory location 52 to store the active file security
status and memory location 54 to store a delete-on-close
status. A server routine reads memory location 38 and copies
the contents of that location into a memory location 52 in file
entry 50. Because memory location 38 contains a fixed file
security status of type “operations not allowed”, type
“operations not allowed” will be copied to memory location
52. At the same time, the server initializes memory location
54 with a value corresponding to “do not delete on close” to
indicate the delete-on-close status.

While the active file security status in the file entry
indicates “operations not allowed”, operations requested by
the client will not be performed on the file by the server. For
an authorized client 22 to perform further operations on a
secure file 32, the client 22 must open the file as described,
whereupon the file entry 50 is created. The client must also
communicate an authorization credential to the server 12.
The server 12 passes the authorization credential and an
identification of the file to the independent verification
routine 14, which determines whether or not the client 22 is
authorized to access the file. The independent verification
routine then passes the result of the determination to the
server 12. When the independent verification routine 14
positively validates the authorization of the client 22, the
server changes the active file security status 52 to type
“operations allowed”, whereupon the client 22 is allowed to
perform further operations on the file 32. Unless the vali-






