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embodiment of the method includes the steps of providing a
peripheral controller adapted to control the peripheral device
and a programmable memory associated with the controller,
providing a signal for causing control code to be transmitted
from a remote location to said peripheral, transmitting the
control code to the peripheral, storing the control code at the
programmable memory, and executing the code with the
peripheral controller to enable the operation of the periph-
eral device by the peripheral controller. In one embodiment,
the control code is transmitted from a data storage device
associated with the gaming control device. In one
embodiment, the control code is authenticated before it is
transmitted to the peripheral, and is verified after being
transmitted to the peripheral.

22 Claims, 7 Drawing Sheets
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METHOD AND APPARATUS FOR
DOWNLOADING PERIPHERAL CODE

FIELD OF THE INVENTION

The present invention relates to peripheral devices and a
method and apparatus for providing executable or opera-
tional code to a peripheral.

BACKGROUND OF THE INVENTION

In computing environments it is common to associate one
or more peripheral devices with a central controller or
processor. As one example, electronic gaming machines may
include a plurality of peripheral devices, such as a bill
validator, a coin acceptor, a ticket dispenser, a video display,
and a variety of other devices. These peripheral devices are
associated with, and controlled partly by, one or more
gaming control units.

Generally, each peripheral also has its own internal con-
troller. This controller may comprise a processor arranged to
execute control code, or hardware embodying the control
code. The code, whether in the form of executable software
or embodied in hardware, controls certain aspects of the
operation of the peripheral device. In the example of a
gaming machine, the gaming control unit may accept signals
from and transmit signals to a bill validator peripheral. The
transmitted signals may include control signals such as a
signal instructing the bill validator to shut off or cease
operation in the event the gaming device security is com-
promised. The bill validator may include specific code
governing the bill validation process, such as code arranged
to compare scanned bill image data to a particular set of
fixed bill validation data.

In many instances, it is desirable to replace or modify the
executable code associated with a peripheral. In those situ-
ations where the code is embodied in hardware, this requires
that the peripheral be accessed and the hardware entirely
replaced. This is both expensive and very time consuming.
In the case of a gaming machine, when the machine is out
of service for a peripheral code update, significant loss of
revenues may occur. In the case where the code is stored in
a memory device, such as read only memory (ROM), a new
memory module may be installed. Again, this still requires
access to the gaming machine.

Finding a potential solution to permitting a change in the
code associated with a peripheral is difficult when consid-
ering the many varied problems. If the peripheral code is to
be updated or replaced, it is desirable to do so in a manner
which ensures that the peripheral remains operational. For
example, in the event the code is to be over-written to a flash
memory, if a power interrupt occurs during the write
process, the old code may be sufficiently overwritten, and
the new code insufficiently instantiated, to permit the periph-
eral controller to operate. The entire memory module and/or
controller of the peripheral must then be replaced.

When considering gaming machines, security is of utmost
concern. Another problem which must be addressed is that
of ensuring that any new code provided to the peripheral is
not corrupt or tainted.

SUMMARY OF THE INVENTION

Methods and apparatus for downloading peripheral con-
trol and operational code to a peripheral of a gaming device
are disclosed.

One embodiment of the invention comprises a gaming
device for presenting a game for play to a player, the gaming
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device comprising at least one game control device, at least
one peripheral device associated with the game control
device, a peripheral controller for controlling the peripheral
device, resident code adapted to cause the peripheral con-
troller to obtain control or operational code for controlling
the operation of said peripheral device, and programmable
data storage for storing control code transmitted to the
peripheral device in response to a signal provided to the
game control device.

In one embodiment, peripheral control or operational
code is stored at a data mass storage device associated with
the game control device. In another embodiment, the control
or operations code is transmitted from a remote location,
such as a remote or central server, over a communications
link to the game control device to the peripheral.

In one embodiment, the peripheral is provided with resi-
dent code causing the peripheral to identify itself as a
download device or otherwise cause control code to be
transmitted when the peripheral is not being controlled by
previously downloaded control code. In one embodiment,
the peripheral is associated with a Universal Serial Bus and
the peripheral controller comprises an EZ-USB™ type
device.

In one embodiment of the invention, the method com-
prises the steps of providing a peripheral controller adapted
to control the peripheral device and a programmable
memory associated with the controller, providing a signal
for causing control code to be transmitted from a remote
location to said peripheral, transmitting the control code to
the peripheral, storing the control code at the programmable
memory, and executing the code with the peripheral con-
troller to enable the operation of the peripheral device by the
peripheral controller.

One embodiment of the invention comprises a method in
which the code which is to be provided to the peripheral is
first authenticated. In one embodiment, the authenticity of
the code to be provided by the game control device to the
peripheral is accomplished with a file verification procedure.

A method of validating the code which has been down-
loaded to the peripheral is also provided. In one
embodiment, the method comprises the steps of the periph-
eral transmitting the downloaded code back to the game
control device or other remote location for comparison
against an authentic copy of the control code. In another
embodiment, the method comprises the steps of transmitting
the control code to the peripheral a second time and the
peripheral comparing the originally transmitted and stored
code with the second transmitted copy. In yet another
embodiment, the method comprises comparing values gen-
erated from the code.

Further objects, features, and advantages of the present
invention over the prior art will become apparent from the
detailed description of the drawings which follows, when
considered with the attached figures.

DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates one example environment for use of an
apparatus and method of the present invention;

FIG. 2 is a block diagram of a gaming machine in
accordance with the present invention;

FIG. 3 is a block diagram of a peripheral device in
accordance with an embodiment of the present invention;

FIG. 4 is schematic of a grouping of gaming machines
such as illustrated in FIG. 2 in a network arrangement;

FIG. 5 is a flow diagram illustrating a method in accor-
dance with an embodiment of the invention;
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FIG. 6 illustrates an operational flow diagram of a method
of authenticating code which is provided to a peripheral in
accordance with an embodiment of the invention;

FIG. 7 illustrates an exemplary format and content of a
verification file; and

FIGS. 8A AND 8B illustrate an operational flow diagram
of an exemplary method of authentication of the invention.

DETAILED DESCRIPTION OF THE
INVENTION

The invention is a method and apparatus for downloading
peripheral code. In the following description, numerous
specific details are set forth in order to provide a more
thorough description of the present invention. It will be
apparent, however, to one skilled in the art, that the present
invention may be practiced without these specific details. In
other instances, well-known features have not been
described in detail so as not to obscure the invention.

In general, the invention is a method and apparatus for
downloading code or information to a peripheral device. As
used herein, the term “code” generally means instructions or
other data for use in controlling one or more functions of the
peripheral or for operation of the peripheral. This code may
comprise executable control code for controlling the opera-
tion of the device, and may also comprise operational
information such as video data (such as for generation of
images) or sound data (for use in generating sound) for use
by the device. In one or more embodiments, the code or data
may comprise an image file, i.e., the code or data in binary
form. Thus, when steps of downloading, authenticating and
the like are referred to herein, such actions may apply to the
image file comprising the code/data.

The method and apparatus of the invention may be
implemented in a wide variety of environments generally
comprising “computing” environments, such as personal
desktop and laptop computers and electronically and electro-
mechanically controlled devices for presenting games. FIG.
1 illustrates the preferred environment to which the inven-
tion is applied, that of an electronic gaming device 20.

The gaming device 20 illustrated in FIG. 1 is illustrated as
but one example of a device with which the invention is
useful. As illustrated, the electronic gaming device 20
includes a cabinet 22 housing a display 24. The display 24
may comprise a video display or one or more mechanically
or electro-mechanically controlled devices, such as reels.
The display 24 comprises one peripheral of the gaming
device 20.

In one embodiment of such a gaming device 20, a player
is permitted to play a game once a bet has been placed. In
order to place a bet, the player must first provide credit in the
form of monies or other elements of value as required by the
game operator. In the embodiment illustrated, the gaming
device 20 includes a coin acceptor 26 for accepting one or
more coins, tokens or the like. In general, the coin acceptor
comprises another peripheral device, and may have at least
the function of validating presented coins and indicating the
value of the accepted coins. The device 20 illustrated also
includes a bill validator 28 for accepting paper currency,
tickets or the like. The bill validator 28 is yet another
peripheral device, and may have at least the function of
validating the presented bill monies and indicating the value
of the accepted bills.

Once the player has provided the appropriate credit, the
player is permitted to place a bet. In one embodiment, the
device 20 includes a bet button 30 for indicating the desired
bet to be placed. Once a bet is placed, the player is permitted
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to start the game. In the embodiment illustrated, the game
involves the rotation of displayed reels. The player depresses
a spin button 32, and the display 24 is caused to display
images of rotating reels. This plurality of buttons may be
arranged as a peripheral device. Additionally, in the case of
electro-mechanical arrangement of rotating reels, these reels
may be arranged as a peripheral device. These concepts
(downloadable peripherals) may be applied to both video as
well as spinning reel type gaming machines.

A player may be paid a winning if the outcome of the
game is a particular predetermined outcome as displayed by
the display 24. These winnings may be paid by a coin
dispenser (not shown) to a coin tray 34. Alternately, the
player may be paid winnings in the form of a ticket dis-
pensed by a ticket generator 36. The ticket generator 36 is a
peripheral arranged to print a ticket.

Many gaming devices, such as that illustrated, include a
card reader 38 for reading information from a player card.
This information may be used in a player tracking system,
as is well known in the art.

In general, it will be appreciated that a gaming device 20
such as illustrated may include a variety of peripheral
devices. These devices may include those described above
and/or a wide variety of other devices. It will be appreciated
that the present invention is applicable to gaming devices 20
such as that illustrated, and gaming devices arranged to
present a wide variety of other games. One or more aspects
of the present invention are applicable to devices other than
gaming devices to the extent such devices include a com-
puting environment with at least one peripheral associated
with a controller or processor. For example, the invention
may be applied to machines or devices used in support of
gaming machines 20, such as cash validation terminals,
progressive controllers and the like. Other peripheral
devices to which the invention may be applied include
player tracking units, coin hoppers, printers (Dot matrix,
thermal or the like), top boxes, light displays, sound
systems, reader boards, touch screen controllers, communi-
cation devices (modems, Ethernet cards, wireless
controllers), secondary video display devices, and button
and light/lamp controllers. For example, the code which is
provided to a light display may comprise data files for
generating images, and the code which is provided to a
sound system may include sound files.

Referring now to FIG. 2, in a preferred embodiment of the
invention, one or more peripheral devices 40, such as those
of a gaming machine 20, are controlled by one or more
gaming device controllers, such as a master gaming con-
troller 42. In one or more embodiments, the master gaming
controller 42 includes a processor 44 and a memory for
storing data. In a preferred embodiment, the master gaming
controller 42 includes a memory in the form of at least one
data mass storage device 46. In one embodiment, the mass
storage device 46 is capable of storing data comprising
peripheral executable or operational code. As is well known,
the mass storage device(s) 46 may comprise a wide variety
of devices and mediums capable of storing electronic data,
such as hard drives, CD-ROM, floppy discs, tapes, flash
memory, RAM and the like. Preferably, these storage
devices and remote storage elements employ security and
authentication algorithms and hardware to insure the integ-
rity of stored information, such as to ensure the authenticity
of the code as described below.

In one embodiment, a communications or data link 48 is
provided between the master gaming controller 42 and
another device. The other device may comprise a remote






