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ABSTRACT

Video watermarks are added to video content to trace distri-
bution. The video watermarks are in the form of watermark-
ing pixels. Watermarking modules in individual computers
add additional sets of watermarks to whatever initial set of
watermarks are present in video content. As a result, the
accumulated watermarks in distributed video content provide
information on the distribution of video content.
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APPARATUS, SYSTEM, AND METHOD FOR
TRACING DISTRIBUTION OF VIDEO
CONTENT WITH VIDEO WATERMARKS

FIELD OF THE INVENTION

The present invention is generally related to video content
protection techniques. More particularly, the present inven-
tion is directed to tracing the distribution of video content.

BACKGROUND OF THE INVENTION

A problem for owners of digital video content is that digital
video content is susceptible to unauthorized copying and
distribution. Once digital video content is distributed it is
difficult to maintain control over the video content. Similar
problems occur for digital audio content.

Conventional digital rights management techniques typi-
cally rely upon techniques to prevent copying. For example, a
content provider may use encryption techniques to attempt to
prevent illicit copying from a source server. Additionally,
content may be provided in a manner intended to limit its
distribution, such as in the form of password-protected digital
content. These anti-copying measures provide a certain
degree of protection against incidental copying.

However, one drawback of conventional digital rights
management techniques is that encryption and anti-copying
measures can be broken. A further factor is that it is difficult
to detect when the encryption and anti-copying measures
have been broken. For example, a company distributing digi-
tal video files over the Internet using convention digital rights
management techniques cannot be confident that its security
measures are perfect. Moreover, if there are breaches leading
to unauthorized copying and distribution through the Internet
it is difficult to assess the amount of unauthorized copying
that occurs and its effect on revenues. Additionally, it is dif-
ficult with conventional digital rights management tech-
niques to trace unauthorized copying and distribution.

In light of the aforementioned problems, an apparatus,
system, and method of the present invention was developed.

SUMMARY OF THE INVENTION

Video watermarks are added to video content to trace con-
tent distribution. The video watermarks are in the form of
watermarking pixels. Watermarking modules in individual
computers add additional sets of watermarks to whatever
initial set of watermarks may be present in the video content.
As aresult, the accumulated watermarks provide information
on the distribution of video content.

One embodiment of an apparatus for tracing distribution of
video content comprises a watermarking module. The water-
marking module is operative to insert watermarking pixels
into video frames generated from video content received by a
computing system. The watermarking pixels encode tracing
information that is imperceptible to an end-user viewing dis-
played video frames and which is included in copies of the
video content distributed from the computing system. The
watermarking pixels are embedded into video files such that
in one embodiment watermarking pixels eliminate the
requirement for conventional separate digital rights manage-
ment files.

One embodiment of a system for tracing the distribution of
video content includes a content server for distributing video
content to subscriber computing systems. The video content
may include an initial set of watermarking information
embedded as watermarking pixels. The system further
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includes a digital rights manager. The digital rights manager
detects watermarking information in scanned video files cor-
responding to the initial set of watermarking information and
any additional sets of watermarking information inserted by
individual computers having watermarking modules.

BRIEF DESCRIPTION OF THE FIGURES

The invention is more fully appreciated in connection with
the following detailed description taken in conjunction with
the accompanying drawings, in which:

FIG. 1 is a block diagram illustrating a computing system
with a watermarking module in accordance with one embodi-
ment of the present invention;

FIG. 2 is a block diagram illustrating a digital rights man-
agement system for tracing content distribution in accordance
with one embodiment of the present invention;

FIG. 3 illustrates a content distribution tree of video con-
tent with video watermarks in accordance with one embodi-
ment of the present invention;

FIG. 4 illustrates a content distribution tree of video con-
tent with watermarks and interactions with a content server in
accordance with one embodiment of the present invention;
and

FIG. 5 illustrates exemplary watermarked video frames.

Like reference numerals refer to corresponding parts
throughout the several views of the drawings.

DETAILED DESCRIPTION OF THE INVENTION

The present invention generally relates to techniques to
embed tracing information into digital content. A specific
example is digital video content, although it will be under-
stood throughout the following discussion that similar tech-
niques may be applied for digital audio content.

FIG. 1 illustrates a computing system 100 for embedding
watermarks into digital content, such as digital video content
105, in accordance with one embodiment of the present
invention. Computing System 100 includes a computer 102
with software modules 120, 125, 130, and 135 stored on a
computer memory (not shown) which execute on a central
processing unit (CPU) 110 having an operating system 115.
System 100 receives video content 105. Video content 105
may, for example, be in the form of compressed video content
encoded in a video format such as a Moving Picture Experts
Group (MPEG) format, such as MPEG-2. Video content 105
may, for example, be received in the form of a transport
stream of packets received from a network, such as the Inter-
net. The video content 105 must be decoded to display the
video content. Additionally, video processing may be per-
formed to improve video quality.

In one embodiment, a graphics processing unit (GPU) 140
is used to generate video frames 145 which may be displayed.
One aspect of GPU 140 is that video processing operations
may be offloaded to GPU 140 to reduce CPU utilization.
However, another aspect of GPU 140 is that it may generate
video frames having improved display attributes. Video con-
tent may, for example, be created in an original format that is
not optimized for displaying on a personal computer or a high
definition television. For example, the original video content
may be from conventional analog television having an inter-
laced frame format. GPU 140 may be utilized to perform a
variety of operations on video content to improve the display
of the source video content. As an illustrative example, the
Nvidia PureVideo Decoder, sold by the Nvidia corporation of
Santa Clara, Calif., works with GeForce 6 and 7 series GPUs.
The GeForce 6 and 7 series GPUs include a programmable
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video processor, an MPEG-2 decoding engine, and a motion
estimation engine. The Nvidia PureVideo Decoder utilizes
hardware acceleration to perform de-interlacing, filtering,
scaling, inverse telecine, format conversion, and other opera-
tions to accelerate video playback. Additionally, a variety of
operations may be utilized to improve the display of video
content on desktop personal computers, notebook personal
computers (PCs), and high-definition televisions (HDTVs)
with a reduction in visual artifacts, including sub-pixel cal-
culations to reduce aliasing effects. It will thus be understood
throughout the following discussion that in one embodiment
GPU 140 supports one or more features to improve video
playback and reduce CPU utilization, such as programmable
video processing, MPEG-2 decoding, de-interlacing, inverse
telecine, filtering, scaling, format conversion, and motion
estimation.

In one embodiment, a software application 120 receives the
digital content. Software application 120 may, for example,
be a video application or media application. In one embodi-
ment, at least a portion of the decoding of digital content is
performed in software on a CPU or a processor engine, such
as a media processor, as illustrated by coding/decoding (co-
dec) block 125. For example, codec block 125 may perform
MPEG-2 video coding/encoding operations.

A watermarking module 135 implements a digital water-
marking algorithm to insert watermarks into versions of digi-
tal content generated by computing system 100 from received
digital content. For video applications, watermarking module
135 generates commands to insert a watermark into frames of
video 145. Watermarking module 135 is preferably imple-
mented in software, although it will be understood that water-
marking module 135 may also be implemented in hardware,
firmware, and using a combination of hardware and software.
Note that a watermark may be inserted into frames at play-
back of uncompressed video content or alternatively inserted
into compressed video content, depending on the implemen-
tation. Additionally, as described below in more detail, in one
embodiment watermarking module 135 also reads water-
marks and may perform, for example, operations to deter-
mine whether playback is authorized.

As used in this application, a watermark for video content
is a set of watermarking pixels embedded in one or more
frames of video which is imperceptible to an ordinary
observer viewing displayed video but which provides tracing
information that may be utilized to trace the distribution of
video content. Individual watermarking pixels replace a
selected number of conventional pixels in a frame. Any pixel
attribute, such as pixel color, may be utilized to encode trac-
ing information. A conventional frame format includes a large
number of pixels such that replacing a small number of the
pixels with watermarking pixels will not change the end-user
viewing experience, particularly if the watermarking pixels
are dispersed across a frame. For example, the National Tele-
vision Standards Committee standard (NTSC) format has
frames with 720x480 pixels, or approximately 350,000 pix-
els. The Advanced Television Systems Committee (ATSC)
high definition television standard typically has approxi-
mately 2 million pixels per frame. Each pixel in a frame has a
number of different possible colors and brightness. As a
result, even a small number of pixels can be used to embed a
significant amount of tracing information. Thus a single
watermark may require an extremely small percentage of the
total number of pixels in a frame to encode tracing informa-
tion. Additionally, an individual watermark or a set of water-
marks may be dispersed across different frames. Typical
frame rates used in video correspond to more than one thou-
sand frames per minute (e.g., 1800 frames per minute, assum-
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ing 30 frames per second). Thus, even a small video file is
capable of storing many sets of watermarks.

Exemplary watermarking information includes informa-
tion identifying the system 100 which processed the content,
such as aunique identifier, an Internet Protocol (IP) address of
the host computer; a time stamp; and information regarding
instances in which an end-user purchased a license to use
content from a content server. The unique identifier may
generally be any unique code useful for providing informa-
tion to trace the distribution of content. Since video frames
may be stored on computing system 100 for later playback. In
one embodiment a watermark is generated only at the first
instance that a video frame is generated in GPU 140. In one
embodiment watermarking information is additive in that
each new computer system having watermarking module 135
adds additional watermarks without destroying previous
watermarks. Consequently, video content that is copied and
distributed through multiple computing systems having
watermarking module 135 will build up a cumulative set of
watermarks that can be used to generate information for trac-
ing the distribution of video content.

The watermarking pixels preferably are positioned and
have attributes that resemble normal noise (e.g., the number
and position of watermarking pixels is selected to have
pseudo-noise characteristics) such that it is difficult for an
end-user to identify the presence of watermarking pixels
without knowledge of the algorithm used to embed the water-
marking pixels. In particular, the number of pixels and
arrangement of pixels used in a watermark can be made to
resemble background noise in individual frames and across
sequences of frames. Additionally in one embodiment water-
marking pixels are encoded utilizing an encryption key to
make it difficult for an end-user to decode the watermarking
pixels without a corresponding decryption key. Thus, an end-
user is unlikely to be able to decode the tracing information
because they would have to know the algorithm used to select
locations for watermarking pixels and also the manner in
which tracing data is encoded in an arrangement of pixels.

The watermarking pixels may be embedded in a variety of
different ways. In one embodiment, the embedding occurs
during a video post-processing operation in GPU 140. Exem-
plary video post-processing operations include but are not
limited to de-interlacing, scaling, noise-reduction, and
flicker-filter operations.

Note that there are two domains in which a video file may
exist. An uncompressed domain typically occurs at playback.
For example, a compressed form of the video content is
decompressed and the content is rendered for display. Water-
marking of the decompressed content is useful to trace copies
taken by directly accessing the output of a GPU 140. How-
ever, video files are typically stored and distributed in com-
pressed form. The watermarking pixels may be embedded in
a compressed domain or a decompressed domain. The
decompressed domain includes versions generated for play-
back. Since content can be hacked into during playback (e.g.,
by tapping into the output of GPU 140), in some embodi-
ments watermarking pixels are embedded during playback to
trace copies copied during playback. Copies of content are
typically stored in the compressed domain and are also typi-
cally distributed over the Internet in the compressed domain.
Embedding watermarking pixels in compressed content
requires utilizing an embedding technique compatible with
the compression format which will not corrupt the video file
and generate errors on playback. A variety of techniques may
be used to embed watermarking pixels directly into video
content, interleave watermarking pixels into video content, or
place watermarking pixels into various wrappers and layers
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associated with video data, such as metadata. The Audio
Video Interleave (AVI), developed by the Microsoft Corpo-
ration of Redmond, Wash., may, for example, be used to
interleave watermarking pixels. AVI has a file format that
permits multiple streams of data to be interleaved. In the
compressed domain a file wrapper (e.g., a metadata wrapper,
such as a MPEG-2 wrapper) may be written. The encoding of
compressed video may also be performed utilizing transcod-
ing or transrating algorithms. Some video data formats, such
as MPEG-2, permit sub-picture data to be added. Addition-
ally transcription may be used to embed watermarking pixels.
Note that the information in the watermarking pixels is pref-
erably immune to digital-to-analog (d/a) and analog-to-digi-
tal (a/d) transformations. That is, the watermarking pixels are
preferably implemented in a manner resistant to being filtered
out by operations that can be performed comparatively easily
on all of the pixels by end users, such as a first (d/a) transfor-
mation from the digital domain to the analog domain and a
second (a/d) transformation from the analog domain back to
the digital domain.

As previously described, an individual watermark is pref-
erably selected to be imperceptible to a human observer. In a
sequence of video frames the human eye is unable to detect
small deviations in pixels from an original image, particularly
if the deviations occur in a small number of frames or vary
from frame-to-frame. As is well known, the human eye has a
resolution limit. Additionally, the human brain tends to filter
out small image imperfections, particularly if the imperfec-
tions last for only a small number of frames. As a conse-
quence, tracing information can be embedded as a pattern of
pixels within a frame or across a sequence of frames in a
manner imperceptible to a human viewer but detectable by
computer software executing a decoding algorithm.

The watermarks preferably take into account errors gener-
ated during multiple instances of copying and transmission of
video content. For example, the watermarks may include
checksums or other error correcting techniques to correct for
errors. Additionally, watermarks may be repeated more than
once in a video file.

Computing system 100 embeds watermarks in a manner
such that watermarks are retained in copies of the video
content 105 distributed from computing system 100. For
example a video file 150 stored in memory 155 may retain
embedded watermarks such that if the video file 150 is dis-
tributed the watermarks are included along with the copy of
the video content. However, it will be understood that the
copies of the video content may have additional process steps
performed by computing system 100 to store and distribute
the copy as compressed and/or encrypted files. For example,
received video content may be decoded, watermarks added,
and optional video processing operations performed to gen-
erate a video file 150 for playback. The video file 150 may be
stored as a compressed video file in which each frame retains
the watermarks. The video file 150 with embedded water-
marks may be stored to any suitable memory, such as a hard
drive, storage memory, compact disc, or memory disc. The
video file 150, in turn, may be distributed from computing
system 100 using, for example, the Internet. For example, the
video file 150 may be encoded as MPEG-2 files and sent as a
transport stream over the Internet to another computer or
server (not shown).

In one embodiment, watermarking module 135 is included
in a graphics driver 130. Watermarking module 135 and
graphics driver 130 work cooperatively with application 120
and codec 125 to generate commands to instruct GPU 140 to
generate content in the form of video frames 145 having
watermarks embedded in pixels. The watermarks may
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include a variety of different types of information to trace the
distribution of content. In one embodiment, graphics driver
130 also reads watermarks and acts in response to detecting
specific watermarks. For example, graphics driver 130 may
be programmed to prevent unrestricted ordinary playback
upon detecting specific watermarks. For example, if water-
marks are detected indicating that the video content is not
authorized, graphics driver 130 may prevent playback,
restrict playback options (e.g., limited-time playback until
the end-user purchases the video content), or perform other
operations to assist in digital rights management.

FIG. 2 illustrates a digital rights management (DRM) sys-
tem 200 for detecting tracing information. A copy of the
content with embedded watermark(s) is received 205 for test-
ing. The copy may, for example, have been posted on the
Internet, distributed via the Internet, or accessed during an
interaction of DRM system 200 with a subscriber. The video
content is decoded and the watermarks are extracted 210. The
watermark(s) are then decoded 215 to identify information
regarding the distribution of the video content. For example,
the 1P addresses of computers that received the content may
be decoded, along with time stamps indicating when the
content was first accessed by a new user. Other types of
information may also be decoded, such as instances in which
the computer receiving the content was authorized by the
DRM system 200 to copy the content. DRM system 200 may,
for example, utilize a server-based system to perform the
decoding operations and the generation of content history
information 220.

DRM system 200 utilizes content history information 220
generated from watermarks to trace the distribution of video
content. Tracing the distribution of content can be used as an
adjunct to conventional security measures. For example, in
addition to conventional security techniques, the present
invention can also be used to trace the distribution of content
to detect breaches in security and to assess the impact of
breaches in security. For example, DRM system 200 may
utilize information on the number of watermarks, identifying
information (e.g., IP addresses) and time stamps to generate
information on the nature and effect of security breaches. For
example, content distributed from friend-to-friend is likely to
eventually accumulate a large number of watermarks if the
content passes through many different computers before
being scanned by DRM system 200. However, content posted
by a third party on a distribution server (not shown) may have
a smaller number of watermarks if, for example, itis posted to
the distribution server after passing through only a small
number of computers. Correlation of information from dif-
ferent versions of the same content received from different
sources may also provide useful information on distribution
patterns. Additionally, as described below in more detail in
one embodiment the tracing information is utilized to assess
the impact of unauthorized copying on business revenues.

FIG. 3 illustrates an exemplary content distribution tree
illustrating how watermarks change through a sequence of
copying and distribution events in an embodiment in which
watermarks are added cumulatively to previous watermarks.
At some initial time, content 305 is distributed from a content
server 302. The most general case is that content 305 is
distributed with a default watermark, watermark 0. As one
example, the default watermark could correspond to no
watermark. Alternatively, the default watermark could be a
watermark having an initial set of tracing information. As one
example, a default watermark 0 may include information
regarding a first authorized sale or downloading of video
content.






